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Abstract. Cloud Computing is emerging out as the future of next generation ar-
chitecture for information technology enterprises. But due to its popularity, it is
vulnerable to various unwanted attacks. One of the solutions is intrusion
detection system. The Existing architectures of IDS in cloud environment are
deployed on the network periphery of each guest OS that offers high attack re-
sistance at the cost of visibility. In this paper, we propose hybrid architecture
for deployment of intrusion detection system which takes into account security
at both the front end and the clusters. This Paper also includes a critical review
of previously proposed architectures on deployment of Intrusion Detection Sys-
tems in Cloud Environment and a detailed description of the research Gaps
identified. Our approach leverages VMware virtualization techniques using
open nebula as a test bed for deploying our proposed system.

1 Introduction and Literature Review

Cloud Computing provides the means through which computing infrastructure, appli-
cations, business processes to personal collaboration can be delivered as a service.
These services expose cloud to the risk of security attack. One of the major attacks
field is DDoS attacks.

In [1], an IDS system is deployed in each cloud computing region. These IDSs will
cooperate with each other by exchanging alerts to reduce the impact of the DoS
attack. However vulnerability to attacks is high as there is no central control. [2]
Provides a generic model in which each instance of IDS has to monitor only a single
user but has no cooperation.

2 Proposed Architecture, Results and Conclusions

We identified that providing full control to the users is risky and Location of deploy-
ment of IDS in cloud is a major decision factor for accurate detection and response to
attacks An IDS framework for defense against DDoS attacks in cloud is shown in Fig 1,
which is hybrid architecture. It consists of Cloud service users (CSU’s) and a cloud
service provider (CSP). A third party provides authentication to the cloud users.
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Fig. 1. Hybrid IDS Architecture Fig. 2. CPU usage at Front end

Each Cluster node and Front-End are connected in mesh topology. The Front-End
provides the NAT services. Hence, all the traffic flowing to and coming from the
cluster nodes has to traverse the Front End. A single IDS is deployed at the Front End.
IDS will be able to see all the traffic related to the virtual hosts in the cloud, and prove
a very good point of observation. This IDS alerts, are stored in a common shared file
system (NFS). The IDS deployed is Snort [3], it is a signature based NIDS. Attacks
are generated using a Distributed- Internet Traffic Generator (D-ITG) [4] and using
nmap port scan. The IDS at Front end sniffs the traffic from the Front-End and exter-
nal traffic moving in and out of the cluster nodes. At each cluster node wire shark
capture the traffic in a .pcap file, which is stored in the shared directory. This .pcap
file is read by Snort as if packets are directly coming off the wire. Fig. 2 shows us the
results of deployment where packets are captured at the Virtual Hosts and analyzed at
the Front-End.

In this proposal, various deployment strategies of Snort have been analyzed in an
open source cloud computing environment namely Open Nebula. Finally in the pro-
posed architecture, packets are captured at the virtual hosts using wire shark which act
as a sensor and later these packets are analyzed at front end. Moreover in the pro-
posed architecture, deployment is done to provide security only for Infrastructure
layer using open nebula.
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